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Changan Automobile Data Statement
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Data security and privacy protection are the cornerstone of enterprise
development in the digital era, and our fundamental commitment to users,
partners, and society. Chongqing Changan Automobile Co., Ltd. (hereinafter
referred to as "Changan Automobile," "the Company," or "we") is committed to
building a secure, trusted, compliant, and accountable data governance system,
ensuring that every piece of data is properly protected throughout its lifecycle,
covering collection, transmission, storage, processing, exchange, and disposal.
We strive to ensure that technology always serves human dignity and value, and
to jointly advance the security and progress of the digital society.
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To safeguard the data security and privacy rights of users, partners, and
the Company, and to build a trusted digital service system, Changan Automobile
has formulated this Data Statement (hereinafter referred to as "this Statement").
This Statement is intended to clarify the lifecycle management process of
personal information for data processors and decision-makers, and ensures that
data subjects, including employees, customers, and partners, are informed of
their legal rights. It aims to unlock the value of data while remaining compliant
and drive the sustainable development of the intelligent mobility ecosystem.
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Changan Automobile strictly complies with applicable laws and
regulations related to cybersecurity, data security, personal information
protection, automotive data security and cross-border data flows in the
jurisdictions where it operates, including the Cybersecurity Law of the People's
Republic of China, the Data Security Law of the People's Republic of China,
the Personal Information Protection Law of the People's Republic of China, the
Several Provisions on Automotive Data Security Management (for Trial
Implementation), the Measures for Security Assessment of Data Export, and the
Regulations on Network Data Security Management, as well as relevant
regulatory provisions on data collection and cross-border transfer concerning
intelligent connected vehicles. The Company also refers to international
standards relevant to information security and compliance, such as ISO/IEC
27001 and ISO 37301. This Statement is formulated taking into account the
Company's digital business, intelligent connected products, customer services
and data lifecycle management practices.
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In cases where this Statement conflicts with applicable laws and

regulations in any operating jurisdiction, or where its requirements fall below
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mandatory local standards, Changan Automobile shall prioritize compliance
with applicable local laws and regulations and higher compliance requirements.
(=) /&N Principles
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In implementing the commitments, and roadmap of this Statement, the
Company will adhere to the following principles:

1. 6346 Legal Compliance
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We comply with all applicable data security and privacy protection laws
and regulations in China and the countries and regions where we operate,
ensuring that our global business activities meet the regulatory standards of each
jurisdiction.

2. /NS B Data Minimization
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We undertake to collect only the minimum scope of data that is relevant

to our business operations and prohibit excessive collection.
3.EHE Transparency and Control
AT i PR 2 e B AR AN, R L ke AR 4R A

We clearly inform users of our data processing rules and safeguard their
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right to know and control.

4, LB Security Protection
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We adopt technical and administrative measures to ensure data security
throughout its lifecycle.

5. FtfE 34 Shared Responsibility
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We work with supply chain partners to jointly fulfill data protection
obligations.

(9 ) ZE A A Scope of Application
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This Statement applies to the Company's headquarters and all entities
under its effective control. Furthermore, we are committed to extending the
relevant commitments and principles set out in this Statement to key business
partners across our entire value chain through advocacy, cooperation, and other
means. These partners include but are not limited to suppliers, dealers, service
providers, and other key partners such as R&D partners and industry

organizations.
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Data security management is a key component of Changan Automobile's
risk management system. We have established a three-tier joint prevention and
control mechanism for Cybersecurity and Informatization, consisting of the
Leading Group chaired by our Chairman, its general office and specialized
teams, and executing units. We have also appointed a Chief Cybersecurity
Officer and a Chief Digital Officer to coordinate data security planning and
oversee implementation, while relevant business units are responsible for local
compliance and daily management. We maintain a regular data security
coordination mechanism to enable efficient collaboration and unified action
across technology, legal, and business departments in data governance and

privacy protection.
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Based on the Measures for the Compliance Management of Central
Enterprises and ISO 37301, as well as other China's and international standards,
we draw on advanced international compliance management experience and
coordinate the development of specialized compliance systems in areas
including data compliance, export controls, and antitrust, tailored to our
business scenarios and actual needs. In October 2025, we obtained ISO
37301:2021 and GB/T 35770-2022 dual certification from British Standards
Institution (BSI). Given the characteristics of the automotive industry, we
strictly comply with the Data Security Law of People's Republic of China,
Personal Information Protection Law of the People's Republic of China, Several

Provisions on the Management of Automotive Data Security (for Trial

_8_



WK
BRIXHEF

& iy \
K Z)]
CHANGAN

Implementation), and applicable data compliance requirements in other
jurisdictions. We have established specialized control mechanisms for key areas
including data collection, storage, processing, cross-border transfer, and
outbound security assessments, and added over one hundred compliance control
points across the full business chain of R&D, production, procurement, sales,
and operations. This ensures deep integration of compliance management with
business operations, precise and effective data security and compliance controls
across the entire business chain, and effective mitigation of compliance risks.
(=) FRIRE Resource Guarantee
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We have established the Leading Group of Cybersecurity and
Informatization as the highest decision-making body for data security matters.
We allocate dedicated funding for data security capability building and set up a
professional data security team whose size adjusts dynamically with business
growth.

(=) #FA=ht F 329X

Training and Capability Building
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We provide data security and privacy protection training for managers,

employees, and relevant parties at all levels, covering regular interpretation of
China's and international data security and personal information protection laws
and regulations, and communicating our data security governance and privacy
compliance policies. This builds data compliance awareness and security
protection capabilities across the organization. We attach great importance to
building data compliance capabilities for our overseas business teams through
training on local regulatory requirements and international compliance
collaboration practices, continuously strengthening our ability to meet evolving
global data governance requirements.

=\ HWED LD EKWF Data Classification and Grading Mechanism

(—) % £4=E%] 2 Classification Standards
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We classify data by source into external data and internal data.

2. BB R LEENELY K EHE. AR IR,
AR, WA WM EE. HN HE.

We further classify data by purpose and processing objective into master
data, reference data, operational data, reporting data, monitoring data, and rule

data.
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Legal Classification: Based on whether it contains personal information,
data is classified into general personal information, sensitive personal
information, and other information.

2. B B ARYE B 3 B LR B R A2 B ) €
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Data Security Levels: Based on the potential impact on the Company and
individuals, data is classified into four security levels, from highest to lowest:
Level 4 (critical impact), Level 3 (serious impact), Level 2 (moderate impact),
and Level 1 (no impact).

3.EFBEES: RAAAHREZZHE R T FEE
XK M BB AT R 5F AL 2 TR B K 2 FAND
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National Data Grades: To meet periodic review requirements from
national regulators, we classify data in accordance with the Data Security

Technology—Rules for Data Classification and Grading. Based on the potential
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impact on national security, public interest, corporate rights, and individual
rights, we classify data into two grades: "important data" and "general data."

U, ZEin/APP/ZES/INERHIE & FULE Collection of
Vehicle/APP/Cloud Platform/External Data

(—) F3aKIEILEHTE Vehicle Data Collection Standards
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Upon vehicle delivery, the collection of non-essential data is disabled by
default. Users may independently choose whether to consent to data collection
for enhanced services. During vehicle use, a “Full Privacy Mode” is also
available, allowing users to disable data transmission between the vehicle and
the connected-vehicle platform with a single click, except for data uploads
required by applicable laws and regulations.

2. ZHY W BAE R RO B HAT FAF R BOR L, dF ik
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Vehicle diagnostic data is de-identified at the point of collection, while
non-essential real-time data stored locally is subject to the principles of data
minimization and periodic deletion.

(=) APP & #&#& /MK E APP Data Minimization
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Permissions are requested as needed based on specific scenarios, with
only essential permissions requested upon first launch.

2. R BEAUIR Bk B R, SO M B RCE SAR

A dedicated permission management interface is provided, allowing users
to withdraw their consent at any time.

(=) =-F& %A EH Cloud Platform Data Compliance

Management
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A pre-collection assessment mechanism is established, with all new data
collection activities subject to compliance review.

2. R RAE RN, EEAE LR O B oLk = L AL FE.

Privacy-enhancing technologies are adopted to enable differentiated
processing during data aggregation.

(w9 ) M4 FEAHL 3] N External Data Compliance Acquisition
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External data management standards are established for data obtained
from outside the organization through procurement, partnerships, licensing,
public sources, or other channels to support business operations, decision-

making, or innovation.

2. MAEIEAT. ZaTE. NIFH . JDLE. HMET
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We adhere to the principles of a compliance-first approach, security and
control, clear accountability, data minimization, and value-driven data use.
Through rigorous source verification and contractual safeguards, we mitigate
the legal, compliance, and reputational risks associated with acquiring external
data.

Fi. GDPR KEXEREIRHIEZ M S M GDPR and EU Cross-
Border Data Transfer Compliance

(—) B3 AEMALH X Cross-Border Transfer Mechanisms
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We prioritize the use of EU-approved Standard Contractual Clauses
(SCCs) for cross-border data transfers.

2. FERR B S A AL B O, A%l P A SR X AL,
T fiE

We establish localized data centers in the EU and implement regional
storage for core user data.

(=) B P AAREMF User Rights Protection Mechanisms
1. EEHLZ Gk APP X B EHEHAFATEN D,
Convenient access points are provided within the infotainment systems

and the app for users to exercise their rights.
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An efficient user rights protection process is established to ensure timely
handling and fulfillment of all data rights requests, including access, correction,
and deletion.

(=) &AL B4R FE Compliance Monitoring System
SR 5 BX B GEALA 61F, FFER BURAL R 47 AL

We actively cooperate with EU certification bodies and continuously
obtain privacy protection certifications.

75 BIEZ £ 5B2FARIP Data Security and Privacy Protection

(—) TEEHAREG LT P HHE L LS AHLE Dual
Management and Technical Safeguards for Lifecycle Data Security
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We improve the data security management system, designate data security
officers and management bodies in each organizational unit, and clearly assign
data security responsibilities.

2.METHAH. G LFEN, ELENFWHRA, D
2o T XS,

We store data in a secure and compliant manner only for clear, legitimate

business purposes and within necessary retention periods.
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We continuously strengthen our data security governance framework by
developing a data classification and grading system, and implementing
mechanisms for data security risk assessment, reporting, information sharing,
monitoring and early warning, emergency response, and cross-border data
transfer security management.

4 W Z AT FmER 5 v HEE . EFE. S
A BRIESLE E R EE D LA BES TSR A,

TAMITE N AHETENHELL2EARKRZR.

We establish a comprehensive data security technology framework

covering network security, identity authentication and access control,
monitoring and early warning, data encryption, data masking, data loss
prevention, data interface security, data backup and recovery, and security

auditing.

S HBHES RS RERNBEL e LT ANEREY
P, ERFFEREERE. AFHELZLEA IR 4R
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Based on data classification and grading results, we implement
differentiated protection measures throughout the data lifecycle, with enhanced

protection for nationally designated important data, company data classified as
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security levels 3 and 4, and personal information.

6. Xt TABFEBARENMERANALE &, BAVEIEHE
TR MR E 4 A2,

For personal information that is no longer needed or required by law to
be deleted, we securely delete or anonymize it in accordance with regulations.

(=) EETHRBENMAMRE ™ 15444 K Respect and Protect
Individual Rights, Strictly Prevent Privacy Leakage
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We formulate a unified customer privacy policy and clearly inform
customers, across all touchpoints including sales, infotainment systems, and
APPs, of the purpose, scope, methods, and retention period of data collection,
while obtaining their explicit, voluntary, and separate consent. Customers may
access, correct, or delete their personal information, or withdraw their consent
at any time, ensuring their autonomy and control over personal data. We do not
disclose customers' personal information to third parties without their explicit

consent.
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We strictly comply with our employee personal information protection
policies, collecting and using only the employee information necessary for
legitimate business purposes, and never disclosing, misusing, or unlawfully
sharing employees' personal information. Employee personal information is
encrypted at rest and protected through strict access controls, ensuring respect
for employees' privacy and legitimate rights and interests.

3. RGN F e An b e B4 i, RN ARG REZ 2, Wik
ERME. £KX. &.

We adopt technical and other necessary measures to ensure the security
of personal information and prevent its leakage, tampering, or destruction.

4 RABEEN. FUE. LB, BRemBENLG KR
RPN, —EXEREME, THEFHLITE, RBUE
48, B 3 % v BT I R R OKN IR R E

We have established end-to-end mechanisms for privacy breach
monitoring, early warning, incident response, and notification, supported by
privacy protection technologies. In the event of a data breach, we immediately
activate our emergency response plan, take measures to contain the incident,
promptly notify affected individuals and report to relevant regulators to

minimize potential harm.
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Zero Tolerance and Disciplinary Measures: The Company enforces a
zero-tolerance policy toward violations of data security requirements.
Violations of data security regulations or unlawful disclosure or misuse of
personal information will be subject to disciplinary measures, including
performance rating deductions and administrative demotion, in accordance with

the Company's policies.

2. AT AR A AT 1 R IRFL B A B35 % 2 L B 2 2R
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Legal Liability: Organizations or individuals that violate privacy policies
or data security regulations will be subject to internal disciplinary measures.
Where civil or criminal liability is involved, the matter will be referred to the
relevant judicial authorities for investigation and legal action.

3. IPL ST B @ ar IRl STALL, R PR B AT 1 LAT 40 jE 38 &)
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Accountability System: We establish an accountability mechanism to
ensure that all violations can be traced to the responsible individuals and are

subject to disciplinary measures commensurate with the nature and impact of
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their misconduct.

J\. W EIHF S EVLE| Independent Audit and Oversight
Mechanism
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External Independent Audit: We regularly engage qualified independent
third-party institutions to conduct targeted audits of our data processing
activities, in order to verify compliance with legal and regulatory requirements

and internal policies.

BRI L E A AEE AL, A
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Regular Internal Audit: We establish a regular internal audit mechanism
to inspect and supervise the data security compliance of each department,
promptly identifying and closing management gaps.

3. FEL RS RN I AN H I R R G AT, A
AL B B B AR R 3 I i Ao R, K BB - K-k
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Continuous Improvement Cycle: Through feedback and analysis of

internal and external audit results, we continuously optimize our data protection
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controls and management strategies, forming a closed-loop process of
inspection, remediation, and improvement.

U, B Supplementary Provisions

AEEOHEFQRE. RRAGTRELRE A 2% &l
BT, B R ZH R AR,

This Statement has been reviewed and approved by the Board's Strategy,
Investment and Sustainability Committee and shall take effect from the date of
its issuance.

AEE HKLAE ESG TIEH R FHARABIT.

This Statement shall be interpreted and revised by the Changan
Automobile ESG Department.

KZAFRGEZFHAKRE T, A E M EEEINN LK
OB KR AT B AT

Changan Automobile will review this Statement every three years and
revise its content as necessary to adapt to evolving legal and regulatory
requirements or the development of the Company.

A A DU A o S S SU A ST P BE. TR R U B R
KA, LD SUUR N .

This Statement is issued in both Simplified Chinese and English. In the

event of any discrepancy, the Simplified Chinese version shall prevail.



